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Figure 3.1 Toronorusa crenga ajs usyyenus STP

3alaHus
HacTtpoiika 1 npoBepka koHpurypauuu STP
Hewucrionb3yemsbie B 1abopaTtopHOii paboTe WHTePGEMChI [O/HKHBI ObITh OTK/TFOUEHBI.

Boiktourte uHTepdetic Ethernet 0/0/1 Ha yctpoiictBe S3, Ethernet 0/0/13 u Ethernet 0/0/7 Ha
ycrpouictBe S3; GigabitEthernet 0/0/1, GigabitEthernet 0/0/2, GigabitEthernet 0/0/3,
GigabitEthernet 0/0/13, GigabitEthernet 0/0/14 Ha yctpoiictBe S1;  GigabitEthernet 0/0/1,
GigabitEthernet 0/0/2, GigabitEthernet 0/0/3, GigabitEthernet 0/0/6, GigabitEthernet 0/0/7 Ha
ycrpoiictBe S2; a Takke Ethernet 0/0/1, Ethernet 0/0/14 u Ethernet 0/0/6 Ha ycTpoticTBe S4 nepep
HayasioM Hactpodiku STP . IIpoBepbTe UTO Ha YCTpPOMCTBaX He OCTa/lUCh KOH(UrypallMOHHBIE
¢atinbl. Ecu npotokon STP BIK/ItOUEeH, BBIMOTHUTE KOMaHy stp enable 115 ero kiroueHusl.

<Quidway>system-view

Enter system view, return user view with Ctrl+Z.
[Quidway]sysname S1

[S1]interface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]shutdown
[S1-GigabitEthernet0/0/1]quit
[S1]interface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]shutdown
[S1-GigabitEthernet0/0/2]quit
[S1]interface GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]shutdown
[S1-GigabitEthernet0/0/3]quit
[S1]interface GigabitEthernet 0/0/13
[S1-GigabitEthernet0/0/13]shutdown
[S1-GigabitEthernet0/0/13]quit
[S1]interface GigabitEthernet 0/0/14
[S1-GigabitEthernet0/0/14]shutdown
[S1-GigabitEthernet0/0/14]quit

<Quidway>system-view

Enter system view, return user view with Ctrl+Z.
[Quidway]sysname S2

[S2]interface GigabitEthernet 0/0/1
[S2-GigabitEthernet0/0/1]shutdown
[S2-GigabitEthernet0/0/1]quit

[S2]interface GigabitEthernet 0/0/2
[S2-GigabitEthernet0/0/2]shutdown
[S2-GigabitEthernet0/0/2]quit

[S2]interface GigabitEthernet 0/0/3



[S2-GigabitEthernet0/0/3]shutdown
[S2-GigabitEthernet0/0/3]quit
[S2]interface GigabitEthernet 0/0/6
[S2-GigabitEthernet0/0/6]shutdown
[S2-GigabitEthernet0/0/6]quit
[S2]interface GigabitEthernet 0/0/7
[S2-GigabitEthernet0/0/7]shutdown
[S2-GigabitEthernet0/0/7]quit

<Quidway>system-view
Enter system view, return user view with Ctrl+Z.
[Quidway]sysname S3
[S3]interface Ethernet 0/0/1
[S3-Ethernet0/0/1]shutdown
[S3-Ethernet0/0/1]quit
[S3]interface Ethernet 0/0/13
[S3-Ethernet0/0/13]shutdown
[S3-Ethernet0/0/13]quit
[S3]interface Ethernet 0/0/7
[S3-Ethernet0/0/7]shutdown

<Quidway>system-view
Enter system view, return user view with Ctrl+Z.
[Quidway]sysname S4
[S4]inter Ethernet 0/0/1
[S4-Ethernet0/0/1]shutdown
[S4-Ethernet0/0/1]quit
[S4]inter Ethernet 0/0/14
[S4-Ethernet0/0/14]shutdown
[S4-Ethernet0/0/14]quit
[S4]interface Ethernet 0/0/6
[S4-Ethernet0/0/6]shutdown

B pmanHol snaboparopHoit yctpoiictBa S1 M S2 coenuHeHbI ByMsi KaHa/laMH, W HWCTIOb3YeTCs
nporokon STP. Heobxoaumo BkmounTh mpotokosn STP Ha S1 m S2 Tak, utoObI ycrpoiictBo S1
BBITMOJTHSJIO PO/Ib “root™.

[S1]stp mode stp
Info: This operation may take a few seconds. Please wait for a moment...done.
[S1]stp root primary

[S2]stp mode stp
Info: This operation may take a few seconds. Please wait for a moment...done.
[S2]stp root secondary

BrimonnuTe komaHzy display stp brief n1s mpocmoTpa nHGOpMaiuu 0 HaCTpoiKax MPOTOKO/IA
STP.

<S1>display stp brief
MSTID Port Role STP State Protection
0 GigabitEthernet0/0/9 DESI FORWARDING NONE

0 GigabitEthernet0/0/10 DESI FORWARDING NONE



<S2>display stp brief

MSTID Port Role STP State Protection
0 GigabitEthernet0/0/9 ROOT FORWARDING NONE
0 GigabitEthernet0/0/10 ALTE DISCARDING NONE

Brimonaute komaHy display stp interface it npocmotpa uHdopmaiiuu o craryce STP
HaCTPOEHHOI0 Ha YKa3aHHOM B KOMaH/ie MHTepelice.

<S1>display stp interface GigabitEthernet 0/0/10
------- [CIST Global Info][Mode STP]-------
CIST Bridge :0 .d0d0-4ba6-aab0
Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :0 .d0d0-4ba6-aab0 / 0 (This bridge is the root)
CIST RegRoot/IRPC :0 .d0d0-4ba6-aab0 /0
CIST RootPortld :0.0
BPDU-Protection  :Disabled
CIST Root Type  :Primary root
TC or TCN received :11
TC count per hello :0
STP Converge Mode :Normal
Share region-configuration :Enabled
Time since last TC :0 days 1h:43m:55s
Number of TC :29
Last TC occurred :GigabitEthernet0/0/9
----[Port10(GigabitEthernet0/0/10) ][ FORWARDING ]----
Port Protocol :Enabled
Port Role :Designated Port
Port Priority :128
Port Cost(Dot1T ) :Config=auto / Active=20000
Designated Bridge/Port :0.d0d0-4ba6-aab0 / 128.10
Port Edged :Config=default / Active=disabled
Point-to-point  :Config=auto / Active=true
Transit Limit ~ :6 packets/s
Protection Type :None
Port STP Mode  :STP
Port Protocol Type :Config=auto / Active=dot1s
BPDU Encapsulation :Config=stp / Active=stp
PortTimes :Hello 2s MaxAge 20s FwDly 15s RemHop 20
TCor TCN send  :52
TC or TCN received :0
BPDU Sent :3189
TCN: 0, Config: 3189, RST: 0, MST: 0
BPDU Received  :5
TCN: 0, Config: 5, RST: 0, MST: 0
Last forwarding time: 2016/11/21 14:55:11 UTC

<S2>display stp interface GigabitEthernet 0/0/10



CIST Bridge :4096 .d0d0-4ba6-ac20
Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC ~ :0 .d0d0-4ba6-aab0 /20000
CIST RegRoot/IRPC :4096 .d0d0-4ba6-ac20 /0
CIST RootPortld  :128.9 (GigabitEthernet0/0/9)
BPDU-Protection  :Disabled
CIST Root Type  :Secondary root
TC or TCN received :122
TC count per hello :0
STP Converge Mode :Normal
Share region-configuration :Enabled
Time since last TC :0 days 1h:50m:0s
Number of TC 17
Last TC occurred :GigabitEthernet0/0/9
----[Port10(GigabitEthernet0/0/10) ][ DISCARDING]----
Port Protocol :Enabled
Port Role :Alternate Port
Port Priority :128
Port Cost(Dot1T ) :Config=auto / Active=20000
Designated Bridge/Port :0.d0d0-4ba6-aab0 / 128.10
Port Edged :Config=default / Active=disabled
Point-to-point  :Config=auto / Active=true
Transit Limit ~ :6 packets/s
Protection Type :None
Port STP Mode  :STP
Port Protocol Type :Config=auto / Active=dot1s
BPDU Encapsulation :Config=stp / Active=stp
PortTimes :Hello 2s MaxAge 20s FwDly 15s RemHop 0
TCor TCNsend :0
TC or TCN received :18
BPDU Sent 2

TCN: 0, Config: 2, RST: 0, MST: 0
BPDU Received  :3317

TCN: 0, Config: 3317, RST: 0, MST: 0

YipaByieHre BHIOOPOM KOPHEBOTO KOMMYTATOpa.
Boimonnute komany display stp A1 npocMoTpa nHbopMalui 0 KOpHEBOM KOMMYTaTope.

<S1>display stp

------- [CIST Global Info][Mode STP]-------

CIST Bridge :0 .d0d0-4ba6-aab0

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :0 .d0d0-4ba6-aab0 / 0 (This bridge is the root)
CIST RegRoot/IRPC :0 .d0d0-4ba6-aab0 /0

CIST RootPortld :0.0

BPDU-Protection  :Disabled

CIST Root Type  :Primary root

TC or TCN received :11

TC count per hello :0



STP Converge Mode :Normal

Share region-configuration :Enabled
Time since last TC :0 days 2h:32m:25s
...... output omit......

<S2>display stp

------- [CIST Global Info][Mode STP]-------

CIST Bridge :4096 .d0d0-4ba6-ac20

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :0 .d0d0-4ba6-aab0 /20000

CIST RegRoot/IRPC :4096 .d0d0-4ba6-ac20 /0

CIST RootPortld  :128.9 (GigabitEthernet0/0/9)
BPDU-Protection  :Disabled

CIST Root Type  :Secondary root

TC or TCN received :122

TC count per hello :0

STP Converge Mode :Normal

Share region-configuration :Enabled

Time since last TC :0 days 2h:35m:57s

...... output omit......

HacrpoiiTe koMmmyTaTop S2 Kak KOpHEBOUM KOMMYTAaTop, a YCTPONCTBO S1 Kak pe3epBHbII KOPHEBOU
KOMMYTAaTop, UCTOMb3ys [jisi 3TOT0 3HaueHWsl MpPUOpUTEeTa. YCTPONCTBO, y KOTOPOTO 3HAUeHUs
napametpoB CIST Bridge u CIST Root/ERPC opavHakoBbl (M. BbiBOZ, koMaH/zbl display stp), u
eCTh KOpHEeBOM KOMMyTaTop. UeM MeHbIlle 3HaueHue NPUOpUTeTa, TeM Bbillle PUOPUTET. MI3mMeHUTe
3HaueHus1 ripyoputera ycTpoiictB S1 1 S2 Ha 8192 u 4096 cOOTBETCTBEHHO, MPU 3TOM S2 CTaHeT
KOPHEBBIM KOMMYTaTOPOM.

[S1]undo stp root
[S1]stp priority 8192

[S2]undo stp root
[S2]stp priority 4096

Brimonaute komaHy display stp i mpocMoTpa nHbopMaliii 0 HOBOM KOPHEBOM KOMMYTarope.

<S1>display stp

------- [CIST Global Info][Mode STP]-------

CIST Bridge :8192 .d0d0-4ba6-aab0

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :4096 .d0d0-4ba6-ac20 / 20000

CIST RegRoot/IRPC :8192 .d0d0-4ba6-aab0 / 0

CIST RootPortld  :128.9 (GigabitEthernet0/0/9)
BPDU-Protection  :Disabled

TC or TCN received :47

TC count per hello :0

STP Converge Mode :Normal

Share region-configuration :Enabled

Time since last TC :0 days Oh:6m:55s



<S2>display stp

------- [CIST Global Info][Mode STP]-------

CIST Bridge :4096 .d0d0-4ba6-ac20

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :4096 .d0d0-4ba6-ac20 / 0 (This bridge is the root)
CIST RegRoot/IRPC :4096 .d0d0-4ba6-ac20 /0

CIST RootPortld :0.0

BPDU-Protection  :Disabled

TC or TCN received :135

TC count per hello :0

STP Converge Mode :Normal

Share region-configuration :Enabled

Time since last TC :0 days Oh:8m:4s

BbizieieHHble CTPOKM B TIpUMepe BbIBOZA T[IOKa3bIBAalOT, YTO S2 CTa/l HOBBIM KOPHEBLIM
KOMMYTaTOpPOM.

Brikmounte uHTepdeticel Gigabit Ethernet 0/0/9 u Gigabit Ethernet 0/0/10 Ha S2 pj1s ero
W30JISILIHN.

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]shutdown
[S2-GigabitEthernet0/0/9]quit
[S2]interface GigabitEthernet 0/0/10
[S2-GigabitEthernet0/0/10]shutdown

<S1>display stp

------- [CIST Global Info][Mode STP]-------

CIST Bridge :8192 .d0d0-4ba6-aab0

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :8192 .d0d0-4ba6-aab0 / 0 (This bridge is the root)
CIST RegRoot/IRPC :8192 .d0d0-4ba6-aab0 / 0

CIST RootPortld :0.0

BPDU-Protection  :Disabled

TC or TCN received :174

TC count per hello :0

STP Converge Mode :Normal

Share region-configuration :Enabled

Time since last TC :0 days Oh:12m:51s

Bbl/le/IeHHble JIMHUU B ITPUMepe BbIBOZA MOKAa3bIBaKOT, UTO S1 CTa/s KOpHEeBBIM KOMMYTaTOpOM, KOrZa
S2 “Beiiiesn U3 crpos”.

BHOBB BK/TIOUMTE MHTEP(]EHCHI S2, KOTOpbIe ObLTH BHIK/TIOUEHBI.

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]Jundo shutdown
[S2-GigabitEthernet0/0/9]quit
[S2]interface GigabitEthernet 0/0/10



[S2-GigabitEthernet0/0/10]undo shutdown

<S1>display stp

------- [CIST Global Info][Mode STP]-------

CIST Bridge :8192 .d0d0-4ba6-aab0

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :4096 .d0d0-4ba6-ac20 / 20000

CIST RegRoot/IRPC :8192 .d0d0-4ba6-aab0 / 0

CIST RootPortld  :128.9 (GigabitEthernet0/0/9)
BPDU-Protection  :Disabled

TC or TCN received :47

TC count per hello :0

STP Converge Mode :Normal

Share region-configuration :Enabled

Time since last TC :0 days Oh:6m:55s

<S2>display stp

------- [CIST Global Info][Mode STP]-------

CIST Bridge :4096 .d0d0-4ba6-ac20

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :4096 .d0d0-4ba6-ac20 / 0 (This bridge is the root)
CIST RegRoot/IRPC :4096 .d0d0-4ba6-ac20 /0

CIST RootPortld :0.0

BPDU-Protection :Disabled

TC or TCN received :135

TC count per hello :0

STP Converge Mode :Normal

Share region-configuration :Enabled

Time since last TC :0 days Oh:8m:4s

BLIAEHEHHbIe CTPOKM B TIIpyMepe BbIBOJd I10KA3bLIBAKOT, 4YTO S2 BHOBb cCTan KODHEBBLIM
KOMMYTAaTOPOM.

Bb160p KOpHEBOTO MOPTA.
Brimonnute komaHzly display stp brief Ha ycTpoiictBe S1 /151 mpocMoTpa posieit HHTepdeiicoB.

<S1>display stp brief
MSTID Port Role STP State Protection
0 GigabitEthernet0/0/9 ROOT FORWARDING NONE
0 GigabitEthernet0/0/10 ALTE DISCARDING NONE

WNudopmariiusi, npuBejieHHasi Bblllle, MOKa3biBaeT, uTo 1opt GO0/0/9 — 3T0 KOpHEBOM IOPT, a MOpT
GO0/0/10 — 3TO a/BTepHATUBHBIN MOPT. BbI MOXKeTe TTOMeHSITh PUOPUTETHI TIOPTOB TakK, UTOOBI TIOPT
GO0/0/10 cran kopHeBbIM, a G0/0/9 - aibTepHAaTUBHBIM.

[TomewnsitiTe ipuopuTeThl moptoB G0/0/9 u GO/0/10 Ha ycTporicTtBe S2.

[Ipuopurer mopra rno ymonuaHuro - 128. Bosbllee 3HaueHWe 3TOro mapameTpa COOTBETCTBYeT
MeHblIeMy rippoputety. [Ipuoputetsl noproB G0/0/9 u G0/0/10 Ha S2 no/oKHBI paBHATHCA 32 U 16
cooTBeTCTBeHHO; B pe3ynbrare mopt G0/0/10 Ha S1 cTaHeT KOPHEBBIM.



[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]stp port priority 32
[S2-GigabitEthernet0/0/9]quit

[S2]interface GigabitEthernet 0/0/10
[S2-GigabitEthernet0/0/10]stp port priority 16

O6paTuTe BHUMaHHe Ha TO, UTO MPUOPUTETHI MEHSIIOTCS Ha yCTPOMCTBe S2, a He Ha S1.

<S2>display stp interface GigabitEthernet 0/0/9
------- [CIST Global Info][Mode STP]-------
CIST Bridge :4096 .d0d0-4ba6-ac20
Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC  :4096 .d0d0-4ba6-ac20 / 0 (This bridge is the root)
CIST RegRoot/IRPC :4096 .d0d0-4ba6-ac20 / 0
CIST RootPortld :0.0
BPDU-Protection  :Disabled
TC or TCN received :147
TC count per hello :0
STP Converge Mode :Normal
Share region-configuration :Enabled
Time since last TC :0 days Oh:7m:35s
Number of TC 41
Last TC occurred :GigabitEthernet0/0/10
----[Port34(GigabitEthernet0/0/9)][FORWARDING]----
Port Protocol :Enabled
Port Role :Designated Port
Port Priority :32
Port Cost(Dot1T ) :Config=auto / Active=20000
Designated Bridge/Port :4096.d0d0-4ba6-ac20 / 32.34
Port Edged :Config=default / Active=disabled
Point-to-point  :Config=auto / Active=true
Transit Limit ~ :6 packets/s
Protection Type :None
Port STP Mode  :STP
Port Protocol Type :Config=auto / Active=dot1s
BPDU Encapsulation :Config=stp / Active=stp
PortTimes :Hello 2s MaxAge 20s FwDly 15s RemHop 20
TCor TCN send :35
TC or TCN received :2
BPDU Sent :1013
TCN: 0, Config: 1013, RST: 0, MST: 0
BPDU Received  :2
TCN: 2, Config: 0, RST: 0, MST: 0
Last forwarding time: 2016/11/22 10:00:00 UTC

<S2>display stp interface GigabitEthernet 0/0/10

------- [CIST Global Info][Mode STP]-------

CIST Bridge :4096 .d0d0-4ba6-ac20

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20

CIST Root/ERPC  :4096 .d0d0-4ba6-ac20 / 0 (This bridge is the root)
CIST RegRootIRPC :4096 .d0d0-4ba6-ac20 /0



CIST RootPortld :0.0
BPDU-Protection  :Disabled
TC or TCN received :147
TC count per hello :0
STP Converge Mode :Normal
Share region-configuration :Enabled
Time since last TC :0 days Oh:8m:19s
Number of TC 41
Last TC occurred :GigabitEthernet0/0/10
----[Port35(GigabitEthernet0/0/10)][FORWARDING]----
Port Protocol ~ :Enabled
Port Role :Designated Port
Port Priority :16
Port Cost(Dot1T ) :Config=auto / Active=20000
Designated Bridge/Port :4096.d0d0-4ba6-ac20 / 16.35
Port Edged :Config=default / Active=disabled
Point-to-point  :Config=auto / Active=true
Transit Limit :6 packets/s
Protection Type :None
Port STP Mode :STP
Port Protocol Type :Config=auto / Active=dot1s
BPDU Encapsulation :Config=stp / Active=stp
PortTimes :Hello 2s MaxAge 20s FwDly 15s RemHop 20
TCor TCNsend :35
TC or TCN received :1
BPDU Sent :1032
TCN: 0, Config: 1032, RST: 0, MST: 0
BPDU Received 2
TCN: 1, Config: 1, RST: 0, MST: 0
Last forwarding time: 2016/11/22 10:00:11 UTC

BrimosiauTe komaHzy display stp brief Ha S1 a1 KOHTpO/IST TEKyIIUX poJield TIOPTOB.

<S1>display stp brief
MSTID Port Role STP State Protection
0 GigabitEthernet0/0/9 ALTE DISCARDING NONE
0 GigabitEthernet0/0/10 ROOT FORWARDING NONE

BbizienieHHble CTPOKM TOKa3biBatoT, uto uHTepgdelic G0/0/10 Ha S1 cTran KOpHEBBIM TOPTOM, a
GO0/0/9 cTan anbTepHAaTUBHBIM ITOPTOM.

Otksmrounte nopt G0/0/10 Ha S1 1 MOCMOTPUTE TeKyll{Kie POJIK MOPTOB.

[S1]interface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]shutdown

<S1>display stp brief
MSTID Port Role STP State Protection
0 GigabitEthernet0/0/9 ROOT FORWARDING NONE

Ha npumepe BugHo, yto G0/0/9 cTan KOpHEBBIM MOPTOM. BOCCTaHOBHUTE MPUOPUTETHI TTOPTOB MO
ymomnuanuto Ay G0/0/9 u GO/0/10 Ha S2 u BKatourTe uHTepdetickl Ha S1.

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]undo stp port priority



[S2-GigabitEthernet0/0/9]quit
[S2]interface GigabitEthernet 0/0/10
[S2-GigabitEthernet0/0/10]undo stp port priority

[S1]interface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]undo shutdown

BrimonnuTe koMmanw! display stp brief u display stp interface Ha S1 uto6wi errie pa3
TIPOKOHTPOJTUPOBATh POJIU MOPTOB.

<S1>display stp brief
MSTID Port Role STP State Protection
0 GigabitEthernet0/0/9 ROOT FORWARDING NONE
0 GigabitEthernet0/0/10 ALTE DISCARDING NONE

[S1]display stp interface GigabitEthernet 0/0/9
----[CIST][Port9(GigabitEthernet0/0/9) ][ FORWARDING]----
Port Protocol :Enabled
Port Role :Root Port
Port Priority :128
Port Cost(Dot1T ) :Config=auto / Active=20000
Designated Bridge/Port :4096.4c1f-cc45-aacc/ 128.9
Port Edged :Config=default / Active=disabled
Point-to-point  :Config=auto / Active=true
Transit Limit ~ :147 packets/hello-time
Protection Type :None
Port STP Mode :STP
Port Protocol Type :Config=auto / Active=dot1s
BPDU Encapsulation :Config=stp / Active=stp
PortTimes :Hello 2s MaxAge 20s FwDly 15s RemHop 0
TCor TCNsend :4
TC or TCN received :90
BPDU Sent 5

TCN: 4, Config: 1, RST: 0, MST: 0
BPDU Received  :622

TCN: 0, Config: 622, RST: 0, MST: 0

[S1]display stp interface GigabitEthernet 0/0/10
----[CIST][Port10(GigabitEthernet0/0/10) ][ DISCARDING]----
Port Protocol :Enabled

Port Role :Alternate Port

Port Priority :128

Port Cost(Dot1T ) :Config=auto / Active=20000

Designated Bridge/Port :4096.4c1f-cc45-aacc / 128.10

Port Edged :Config=default / Active=disabled
Point-to-point  :Config=auto / Active=true

Transit Limit ~ :147 packets/hello-time

Protection Type :None

Port STP Mode :STP

Port Protocol Type :Config=auto / Active=dot1s

BPDU Encapsulation :Config=stp / Active=stp

PortTimes :Hello 2s MaxAge 20s FwDly 15s RemHop 0



TC or TCN send :3
TC or TCN received :90
BPDU Sent 4
TCN: 3, Config: 1, RST: 0, MST: 0
BPDU Received 1637
TCN: 0, Config: 637, RST: 0, MST: 0

BoigienieHHble CTPOKY MOKa3bIBaKOT, UTO CTOMMOCTb MapiipyToB uepes roptel G0/0/9 u G0/0/10
pasHa 20000 1o ymo/uaHuto.

N3menute croumocts uepe3 nopt G0/0/9 go 200000 Ha S1.

[S1]interface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]stp cost 200000

BrimosinuTe komaH/ib! display stp brief u display stp interface na S1 yugy pas.

<S1>display stp interface GigabitEthernet 0/0/9
----[CIST][Port9(GigabitEthernet0/0/9) ][ DISCARDING]----
Port Protocol :Enabled
Port Role :Alternate Port
Port Priority :128
Port Cost(Dot1T ) :Config=200000 / Active=200000
Designated Bridge/Port :4096.4c1f-cc45-aacc / 128.9
Port Edged :Config=default / Active=disabled
Point-to-point  :Config=auto / Active=true
Transit Limit ~ :147 packets/hello-time
Protection Type :None
Port STP Mode :STP
Port Protocol Type :Config=auto / Active=dot1s
BPDU Encapsulation :Config=stp / Active=stp
PortTimes :Hello 2s MaxAge 20s FwDly 15s RemHop 0
TCor TCNsend :4
TC or TCN received :108
BPDU Sent 5

TCN: 4, Config: 1, RST: 0, MST: 0
BPDU Received  :818

TCN: 0, Config: 818, RST: 0, MST: 0

<S1>display stp brief
MSTID Port Role STP State Protection
0 GigabitEthernet0/0/9 ALTE DISCARDING NONE
0 GigabitEthernet0/0/10 ROOT FORWARDING NONE

BriziesieHHbIe CTPOKM TTOKAa3bIBarOT, uTO poJib roprta G0/0/10 usmMeHunach ¥ OH CTajl KOPHEBBIM.

CamocrosaTenbHas pa60Ta
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a
1 Hactpowuts ycrporicta (cMm. Tormonoruto) tak, | Ilpucnates npenozasaresnto
YTOOBI CKPHHIIIOT, Ha KOTOPOM OBl
KOPHEBBIM KOMMYTaTOpPOM OBIJI0 YCTPOHCTBO ObUTM BU/IHBI KOMaH/IbI
S1, a KOpHEBBIM TTOPTOM Ha S2 ObLT OBI TTOPT HaCTPOMKH U BLIBO/]
G0/0/7 TeKylllel KOH(Uryparum.
2 Hactpowuts yctpoiicta (cm. Toronoruto) Tak, |[Ipucnate npenogaBaremnto
YTOOBI CKPHUHIIIOT, Ha KOTOPOM ObI
KOPHEBBIM KOMMYTATOPOM ObIJIO YCTPOHCTBO ObUTH BU/IHBI KOMaH/IbI
S2, a KOpHeBbIM TIOPTOM Ha S1 6bUT OBI TIOPT HaCTPOWKH U BBIBO/]
G0/0/7 TeKyleld KOH(pUryparuu.
3 Hactpowuts ycrporicta (cMm. Tormonoruro) tak, | Ilpucnats npenozasaresnto
YTOOBI CKPHHIIIOT, Ha KOTOPOM Obl
KOPHEBBIM KOMMYTAaTOpPOM ObIJIO0 YCTPOHCTBO OBbLTM BUHBI KOMaH/IbI
S1, a KOpHEBBIM TIOPTOM Ha S3 ObUT OBI TTOPT HaCTPOMKH U BBIBO/]
G0/0/3 TeKyleld KOH(pUrypaLuu.
4 Hacrpowuts ycrporicta (cM. Tormonornro) tak, | Ilpucnarts npenozasaresto
YTOOBI CKPHUHILIOT, Ha KOTOPOM OBl
KOPHEBBIM KOMMYTaTOPOM OBIJIO yCTPOHCTBO ObUTH BU/IHBI KOMaH/IbI
S3, a KOpHeBbIM MMOPTOM Ha S1 ObLT ObI OPT HaCTPOWKH U BBIBO/|
G0/0/3 TeKyleld KOH(pUryparum.
5 Hactpowuts ycrporicta (cMm. Tortonoruro) tak, | Ilpucnats npenozasaresnto

YTOOBI
KOPHEBBIM KOMMYTaTOPOM ObLJIO YCTPOHCTBO
S4, a KOpHEeBBIM TIOPTOM Ha S2 ObUT OBI TIOPT

CKPHHIIIOT, Ha KOTOPOM Obl
ObUTH BU/IHBI KOMaH/IbI
HaCTPOMKH U BLIBO/]




G0/0/1

TeKylIlel KoHpUryparuu.

6 HactpouTs yctpoiictBa (cm. Torionoruto) Tak, |IIpucnarh rnpemnojaBaresnto
YTOOBI CKPHUHIIIOT, Ha KOTOPOM ObI
KODHEBBIM KOMMYTAaTOpPOM OBIJI0 YCTPOHCTBO ObUTH BU/IHBI KOMaH/IbI
S2, a KOpHEBBIM MMOPTOM Ha S4 ObLT ObI IOPT HaCTPOUKH U BbIBO/|
G0/0/2 TeKylllel KOH(Uryparum.

7 HactpouTs yctpoiicta (cm. Torionoruto) Tak, |[Ipucnarh rpernojaBaresnto
YyTOOBI CKPHUHIIOT, Ha KOTOPOM OBl
KOPHEBBIM KOMMYTaTOPOM ObLJIO yCTPONCTBO ObUTH BU/IHBI KOMaH/IbI
S4, a KOpHeBBIM MMOPTOM Ha S3 ObLT ObI TIOPT HaCTPOWKH U BBIBO/|
G0/0/11 TeKylIlel KoHpUryparuu.

8 Hactpowuts ycrporictBa (cMm. Tormonoruto) tak, | Ilpucnats npenozasaresnto
YTOOBI CKPHHIIIOT, Ha KOTOPOM OBl
KOPHEBBIM KOMMYTaTOPOM OBIJIO0 YCTPOHCTBO ObUTM BU/IHBI KOMaH/IbI
S3, a KOpHEeBBIM TTOPTOM Ha S4 ObUT OBI TTOPT HaCTPOMKH U BLIBO/]
G0/0/13 TeKylllel KOH(Uryparum.

9 HactpouTs ycrporictBa (cM. Toronoruto) tak, | Ilpucnare npenozasaresto
YyTOOBI CKPHUHIIOT, Ha KOTOPOM OBl
KOPHEBbIM KOMMYTaTOPOM OBLJI0 yCTPONCTBO ObUTH BU/IHBI KOMaH/IbI
S2, a KOpHeBBIM MMOPTOM Ha S1 ObLT OBI IOPT HaCTPOWKH U BBIBO/|
GO0/0 TeKylel KoHpUryparuu.

10 Hactpowuts ycrporicta (cMm. Tormonoruto) tak, | Ilpucnates npenozasaresnto

YTOOBI
KOPHEBBIM KOMMYTATOPOM ObLJIO yCTPOHCTBO
S3, a KOpHeBBIM TIOPTOM Ha S1 ObUT OBI TTOPT
G0/0/2

CKPHHIIIOT, Ha KOTOPOM Obl
ObUTH BU/IHBI KOMaH/IbI
HaCTPOMKH U BBIBO/]
TeKyIIeld KOHMUTypaIiH.

Jlab6 9 MapmipyTtuzaius mexxay VLAN

Tononorus




G0/0/3

G0/0/1

5 10.0.4.1/24 10.0.8.1/24

Puc 1.4 Tononorus A HacTpoky MapiupyTtusanuu VLAN’0B ¢ UCIo/Ib30BaHMe KOMMYTaTopa
BTOPOI'O YPOBHH .

3apaHusa
[TogroroBka creHza

HacTtpolite umeHa yctporictB anad R1, R3 n S1. Hactpoitte IP-agpec 10.0.4.1/24 Ha
nHTepdeince Gigabit Ethernet 0/0/1.

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R1

[R1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.4.1 24

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R3

<Huawei>system-view
[Huawei]sysname S1

Hacrpoiite IP agpec ans R3

HacTtpoiite IP-agpec, npuHagnexawmii cetn 10.0.8.0/24 Ha nHTepdelice Gigabit Ethetnet
0/0/1, yyctpoiictBa R1



[R3]interface GigabitEthernet 0/0/1
[R3-GigabitEthernet0/0/1]ip address 10.0.8.1 24

Co3paiite 1Ba VLAN’a

Cospainte VLAN’bl 4 n 8 Ha ycTtpoictee S1, lMpussxuTte nHTepcpeinc Gigabit Ethernet
0/0/1 k VLAN 4, a nntepdeirc Gigabit Ethernet 0/0/3 k VLAN 8.

[S1]vlan batch 4 8

Info: This operation may take a few seconds. Please wait for a moment...done.
[S1]interface GigabitEthernet 0/0/1

[S1-GigabitEthernet0/0/1]port link-type access

[S1-GigabitEthernet0/0/1]port default vlan 4

[S1-GigabitEthernet0/0/1]quit

[S1]interface GigabitEthernet0/0/3

[S1-GigabitEthernet0/0/3]port link-type access

[S1-GigabitEthernet0/0/3]port default vlan 8

[S1-GigabitEthernet0/0/3]quit

HacTtpolite untepdpelic Gigabit Ethernet 0/0/2 kak TpaHKoBbI fiMHK o159 VLAN'0B 4 1 8.

[S1]interface GigabitEthernet0/0/2
[S1-GigabitEthernet0/0/2]port link-type trunk
[S1-GigabitEthernet0/0/2]port trunk allow-pass vlan 4 8

Hacrpotiika mapiipytusaiuu VLAN c ucronb3oBaHrieM cyOuHTepdeiicoB

HacTtpolite cy6uHTepdpeiicbl GigabitEthernet0/0/1.1 wn  GigabitEthernet0/0/1.3 Ha
MapLipyTtusatope R2, n sknounte nx B VLAN 4 n B VLAN 8 COOTBETCTBEHHO.

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R2

[R2]interface GigabitEthernet0/0/1.1
[R2-GigabitEthernet0/0/1.1]ip address 10.0.4.254 24
[R2-GigabitEthernet0/0/1.1]dot1q termination vid 4
[R2-GigabitEthernet0/0/1.1]arp broadcast enable
[R2-GigabitEthernet0/0/1.1]quit

[R2]interface GigabitEthernet0/0/1.3
[R2-GigabitEthernet0/0/1.3]ip address 10.0.8.254 24
[R2-GigabitEthernet0/0/1.3]dot1q termination vid 8
[R2-GigabitEthernet0/0/1.3]arp broadcast enable

lMpoBepbTe coeguHeHne mexay R1 n R3.

<R1>ping 10.0.8.1
PING 10.0.8.1: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out



--- 10.0.8.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

HacTtpolite mapLwpyT no ymonyaHuio Ha yctpoincteax R1 n R3.

[R1]ip route-static 0.0.0.0 0.0.0.0 10.0.4.254
[R3]ip route-static 0.0.0.0 0.0.0.0 10.0.8.254

MpoBepbTe coeguHeHne mexay R1 n R3 eue pas.

<R1>ping 10.0.8.1
PING 10.0.8.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.8.1: bytes=56 Sequence=1 ttI=254 time=10 ms
Reply from 10.0.8.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 10.0.8.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.0.8.1: bytes=56 Sequence=4 ttI=254 time=10 ms
Reply from 10.0.8.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 10.0.8.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/4/10 ms
[R2]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public
Destinations : 10 Routes : 10

Destination/Mask Proto Pre Cost Flags ~ NextHop Interface

10.0.4.0/24 Direct 0 0 D 10.0.4.254 GigabitEthernet0/0/1.1

10.0.4.254/32  Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1.1

10.0.4.255/32  Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1.1

10.0.8.0/24 Direct 0 0 D 10.0.8.254 GigabitEthernet0/0/1.3

10.0.8.254/32  Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1.3

10.0.8.255/32  Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1.3

127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBackO

127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.2g9p2 Direct 0 0 D 127.0.0.1 InIgmpBackO

GO0/0/ GO0/0/
t t

Camoc1¥ as paborta




I'pynnia | 3aganue Otuer
1 1. HaSWAwu SWB co3gate VLAN 3u7 1. BBbINOMHUTSE ping
2. Xoct A Bkmounth B VLAN 3,aB-87 Xoct A Ha Xoct C
3. Xoct C Bkawounth B VLAN 3,aD-B7 u Xoct D
4. Tlopt G 0/0/1 (Ha SWA u SWB) 2. BbInosHUTE ping ¢
BK/ItOUuMTh B VLAN 7 Xoct B Ha Xoct C
u Xoct D
3. CKpHHLIOT C
pe3y/ibTaToM
MpPUC/IaTh
TIpero/jaBaTesito
2 1. HaSWAu SWB co3gate VLAN 3u7 1. BrimonHuTs ping
2. Xoct A BkmounTh B VLAN 3,aB-87 Xoct A Ha Xoct C
3. Xoct C Bkmounth B VLAN 3,aD-B7 u Xoct D
4. Tlopt G 0/0/1 (Ha SWA u SWB) 2. BpimonHuts ping C
HACTPOUTH Kak trunk, pa3pelinTs Bce Xoct B Ha Xoct C
VLAN’bI u Xoct D
3. CKpHWHLIOT C
pe3y/IbTaToM
TpUC/IATh
Tipero/iaBaTesito
3 1. HaSWAu SWB co3sgars VLAN 3,5 1. BrInomHUTE ping C
u7 Xoct A Ha Xoct C
2. Xoct A Bkmountb B VLAN 3,aB-87 u Xoct D
3. Xoct C Bxmounts B VLAN 3,aD-B7 2. BemosHuts ping
4. Tlopt G 0/0/1 (Ha SWA u SWB) Xoct B Ha Xoct C
HaCTPOMTH Kak trunk, paspermrsb u Xoct D
VLANSu?7 3. CKpHWHLIOT C

pe3y/ibTaToM




TIPUC/IaTh

TIperoaBaTesiro
1. HaSWAwu SWB co3sgate VLAN 3,5 Beironuuts ping ¢
u’7 Xoct A Ha Xoct C
2. Xoct A BkmounTh B VLAN 3,aB-87 u Xoct D
3. Xocr C Bximtounts B VLAN 3,aD -8B 7 Beoironuuts ping ¢
4. Tlopt G 0/0/1 (Ha SWA u SWB) Xoct B Ha Xoct C
HaCTPOUTH Kak trunk, pa3pelinTb u Xoct D
VLAN3u5 CKpHHLLOT C
pe3y/ibTaToM
TpUC/IaTh
TIperoaBaTesito
1. Ha SWAwu SWB co3mats VLAN 3, 4, BeimosHuTs ping ¢
Su’7 Xoct A Ha Xoct C
2. Xoct A Bkmounth B VLAN 3,aB-87 u Xoct D
3. Xocr C Bxitounts B VLAN 3,aD -8B 7 Beinonuuts ping ¢
4. Tlopt G 0/0/1 (Ha SWA u SWB) Xoct B Ha Xoct C
HACTPOUTH Kak trunk, pa3peiinTb u Xoct D
VLAN4u5 CKpHHILOT C
pe3y/bTaToM
TIpUC/IaTh
TIpero/jaBaTesiro
1. HaSWAu SWB co3gate VLAN 3u7 Beironuuts ping ¢
2. Xoct A BkmounTh B VLAN 3,aB-87 Xoct A Ha Xoct C
3. Xoct C Bkmounth B VLAN 3,aD -8B 7 u Xoct D
4. Tlopt G 0/0/1 (Ha SWA u SWB) BeoironHuts ping ¢
BK/ItOuuTH B VLAN 3 Xoct B Ha Xoct C
u Xoct D
CKpUHIIOT C
pe3y/ibTaToM
TIpUC/IaTh
TIpero/jaBaTesito
1. Ha SWAwu SWB co3pmatb VLAN 3u7 BreinosHuTh ping
2. Xoct A Bkmountb B VLAN 3,aB-87 Xoct A Ha Xoct C
3. Xoct C Bkmounth B VLAN 3,aD-B7 u Xoct D
4. Tlopt G 0/0/1 (Ha SWA u SWB) BeInosiHUTS ping €
BK/ItOunTh B VLAN 7 Xoct B Ha Xoct C
5. Tlopt G 0/0/2 (Ha SWA u SWB) u Xoct D
BK/I0UMThH B VLAN 3, 106aBUTH JIUHK CKpHHILOT C
yepe3 3TU NOPThI pe3y/bTaToM
TIpUC/IaTh
TIpero/jaBaTesiro
1. HaSWAu SWB co3gate VLAN 3u7 BreinosHuTs ping c
2. Xoct A Bkmounth B VLAN 3,aB-87 Xoct A Ha Xoct C
3. Xoct C Bkmtounth B VLAN 3,aD-B7 u Xoct D
4. Tlopt G 0/0/1 (Ha SWA u SWB) Beoironuuts ping ¢
BK/It0ounTh B VLAN 7 Xoct B Ha Xoct C
5. Ilopt G 0/0/2 Ha SWA 1 BKJIOUUTH B u Xoct D
VLAN 3, Tot ke mopt Ha SWB CKpUHILIOT C
BKIOunTh B VLAN 7, 106aBUTh JTMHK pe3y/bTaToM




yepes3 3TH MOPThI TIpUC/IaTh
TIperoaBaTesiro
9 1. HaSWAwu SWB co3sgate VLAN 3,5 Beironuuts ping ¢
u’7 Xoct A Ha Xoct C
2. Xoct A BkmounTh B VLAN 3,aB-87 u Xoct D
3. Xocr C Bxitounts B VLAN 5,aD -8B 7 Beoironuuts ping ¢
4. Tlopt G 0/0/1 (Ha SWA u SWB) Xoct B Ha Xoct C
BKItouMTh B VLAN 7 u Xoct D
CKpHHLLOT C
pe3y/ibTaToM
TpUC/IaTh
TIperoaBaTesito
10 1. Ha SWAwu SWB co3mate VLAN 3, 5 BeimosHuTs ping ¢
u’7 Xoct A Ha Xoct C
2. Xoct A Bkmounth B VLAN 3,aB-87 u Xoct D
3. Xocr C Bxitounts B VLAN 3,aD -8B 7 Beinonuuts ping ¢
4. Tlopt G 0/0/1 (Ha SWA u SWB) Xoct B Ha Xoct C
BK/ItOuMTh B VLAN 5 u Xoct D
CKpHHILOT C
pe3y/bTaToM

TIPUC/IaTh







JIa6 10 ®unbTparus Tpaduka rpu IOMOIIHM CITUCKOB KOHTPOJIs focTyma (Access Control
Lists)

1. Tomomnorus

10.0.13.0/24

GO/0/2

R1 R3
Puc 3.1 Crenp, ans maboparopHoii mo ACL

2. 3apanus

IToaroroBka cTeHa

[Huawei]sysname R1
[Huawei]sysname R2
[Huawei]sysname R3

[Huawei]sysname S1

[S1]vlan 4

[S1-vlan4]quit

[S1]interface vlanif 4
[S1-vlanif4]ip address 10.0.4.254 24

[Huawei]sysname S2

[S2]vlan 6

[S2-vlan6]quit

[S2]interface vlanif 6
[S2-V1anif6]ip address 10.0.6.254 24

Hacrpotika IP-aspecos

Hacrpoiite IP-agpeca 10.0.13.0/24. 10.0.4.0/24 and 10.0.6.0/24 B COOTBETCTBUM C TOIIOJIOTHEH,
rokas3aHHou Ha Puc. 3.1.

[R1]interface GigabitEthernet 0/0/0
[R1-GigabitEthernet0/0/0]ip address 10.0.13.1 24

[R2]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet®/0/0]ip address 10.0.13.2 24
[R2-GigabitEthernet®/0/0]interface GigabitEthernet 0/0/1



[R2-GigabitEthernet0/0/1]ip address 10.0.4.2 24

[R2-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2
[R2-GigabitEthernet0/0/2]ip address 10.0.6.2 24

[R3]interface GigabitEthernet 0/0/0
[R3-GigabitEthernet0/0/0]ip address 10.0.13.3 24

Hactpotite TpankoBble optel A1 VLAN Ha yctporictBax S1 u S2. Twurl rnopTa A0/DKeH ObITh yKe
HacTpoeH a5 uHTepdetica GigabitEthernet 0/0/2 Ha S1.

[S1]interface GigabitEthernet 0/0/2
[S1-GigabitEthernet®/0/2]port link-type trunk
[S1-GigabitEthernet0/0/2]port trunk allow-pass vlan all
[S1-GigabitEthernet0/0/2]port trunk pvid vlan 4
[S1-GigabitEthernet®/0/2]quit

[S2]interface GigabitEthernet 0/0/2
[S2-GigabitEthernet®/0/2]port link-type trunk
[S2-GigabitEthernet0/0/2]port trunk allow-pass vlan all
[S2-GigabitEthernet0/0/2]port trunk pvid vlan 6
[S2-GigabitEthernet®/0/2]quit

HacTtpotika potokosia OSPF aist obecrieueHust CoeJUHEHHUS] MEXKIY CETIMH

Hactpoiite OSPF Ha ycrpoiictBax R1, R2, u R3. ¥Y6enurech, uTo BCe OHM HaXOJATCS B OJHOU
OSPF-30He 1 00bsIBUTE CETH, KOTOPbIe ObLTH CO3/jaHbI.

[R1]ospf
[R1-ospf-1]area O
[R1-ospf-1-area-0.0.0.0]network 10.0.13.0 0.0.0.255

[R2]ospf

[R2-ospf-1]area O
[R2-ospf-1-area-0.0.0.0]network 10.0.13.0 0.0.0.255
[R2-0spf-1-area-0.0.0.0]network 10.0.4.0 0.0.0.255
[R2-ospf-1-area-0.0.0.0]network 10.0.6.0 0.0.0.255

[R3]ospf
[R3-ospf-1]area 0O
[R3-ospf-1-area-0.0.0.0]network 10.0.13.0 0.0.0.255

Hacrpoiite cratnyeckuii MmappyT Ha S1 v S2, B KaueCTBe KOHEUHOM TOUKU YKa)KUTe
MapILIPyTHU3aTop, Yuepe3 KOTOPbI OCYIIeCTB/ISIeTCS BBIXO/, U3 UaCTHOU CeTH.



[S1]ip route-static
[S2]ip route-static

Yb6eaurtecs, uto cymiectByeT MapiipyT oT R1 u R3 k S1 u S2.

<R1>ping 10.0.4.254

PING 10.0.4.254:
10.
10.
10.
10.
10.

Reply from
Reply from
Reply from
Reply from
Reply from

[oNcNoNoNo])
A DDLHD

0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

1 4.2
1 6.2

0.0
0.0.

56 data bytes, press CTRL_C to break

--- 10.0.4.254 ping

5 packet(s) transmitted

.254:
.254:
.254:
.254:
.254:

bytes=56 Sequence=1 ttl=253
bytes=56 Sequence=2 ttl=253
bytes=56 Sequence=3 ttl=253
bytes=56 Sequence=4 ttl=253
bytes=56 Sequence=5 ttl=253

statistics ---

5 packet(s) received
0.00% packet loss

round-trip min/avg/max

<R1>ping 10.0.6.254

PING 10.0.6.254:
10.
10.
10.
10.
10.

Reply from
Reply from
Reply from
Reply from
Reply from

[oNcNoNoNo])
[0 e>lNe )]

= 1/3/10 ms

time=2 ms
time=10 ms
time=1 ms
time=2 ms
time=2 ms

56 data bytes, press CTRL_C to break

--- 10.0.6.254 ping

5 packet(s) transmitted

.254:
.254:
.254:
.254:
.254:

bytes=56 Sequence=1 ttl=253
bytes=56 Sequence=2 ttl=253
bytes=56 Sequence=3 ttl=253
bytes=56 Sequence=4 ttl=253
bytes=56 Sequence=5 ttl=253

statistics ---

5 packet(s) received
0.00% packet loss

round-trip min/avg/max

<R3>ping 10.0.4.254

PING 10.0.4.254:
10.
10.
10.
10.
10.

Reply from
Reply from
Reply from
Reply from
Reply from

[oNcNoNoNo])
A DbHD

= 2/5/10 ms

time=10 ms
time=2 ms
time=2 ms
time=10 ms
time=2 ms

56 data bytes, press CTRL_C to break

--- 10.0.4.254 ping

5 packet(s) transmitted

.254:
.254:
.254:
.254:
.254:

bytes=56 Sequence=1 ttl=253
bytes=56 Sequence=2 ttl=253
bytes=56 Sequence=3 ttl=253
bytes=56 Sequence=4 ttl=253
bytes=56 Sequence=5 ttl=253

statistics ---

5 packet(s) received
0.00% packet loss

round-trip min/avg/max

<R3>ping 10.0.6.254

PING 10.0.6.254:
10.
10.
10.
10.
10.

Reply from
Reply from
Reply from
Reply from
Reply from

[cNoNoNoNo]
DO

56 data bytes,
.254:
.254:
.254:
.254:
.254:

--- 10.0.6.254 ping

5 packet(s) transmitted

= 2/5/10 ms

bytes=56 Sequence=1 ttl=253
bytes=56 Sequence=2 ttl=253
bytes=56 Sequence=3 ttl=253
bytes=56 Sequence=4 ttl=253
bytes=56 Sequence=5 ttl=253

statistics ---

5 packet(s) received
0.00% packet loss

round-trip min/avg/max

= 2/5/10 ms

time=10 ms
time=2 ms
time=2 ms
time=10 ms
time=2 ms

press CTRL_C to break

time=10 ms
time=2 ms
time=2 ms
time=10 ms
time=2 ms

Hacrpoiika ¢punstpaumu ripu nomoru Access Control Lists

Hacrpoiite S1 B kauectBe telnet-cepepa.



[S1]telnet server enable

[S1]user-interface vty 0 4

[S1-ui-vty0®-4]protocol inbound all
[S1-ui-vty0@-4]Jauthentication-mode password
[S1-ui-vty0-4]set authentication password cipher huaweil23

Hacrpoiite S2 B kauectBe FTP-cepBepa .

[S2]ftp server enable

[S2]aaa

[S2-aaa]local-user huawei password cipher huaweil23
[S2-aaa]local-user huawei privilege level 3
[S2-aaa]local-user huawei service-type ftp
[S2-aaa]local-user huawei ftp-directory flash:/

Hactpoiite ACLHa R2 uto6b1 paspermts R1 goctym K telnet-cepsepy, a R3 - k FTP-cepgepy.

[R2]acl 3000

[R2-acl-adv-3000]rule 5 permit tcp source 10.0.13.1 0.0.0.0 destination 10.0.4.254
0.0.0.0 destination-port eq 23

[R2-acl-adv-3000]rule 10 permit tcp source 10.0.13.3 0.0.0.0 destination 10.0.6.254
0.0.0.0 destination-port range 20 21

[R2-acl-adv-3000]rule 15 permit ospf

[R2-acl-adv-3000]rule 20 deny ip source any

[R2-acl-adv-3000]quit

[Mpumenute ACL Ha unTepgeiice Gigabit Ethernet 0/0/0 yctpoiictBa R2.

[R2]interface GigabitEthernet0/0/0
[R2-GigabitEthernet0/0/0]traffic-filter inbound acl 3000

HpOBepre pe3yabTaThbl UCIT0/Ib30BaHUA CO34dHHBIX CITMCKOB KOHTPOJIA AOCTYIId.

<R1>telnet 10.0.4.254
Press CTRL_] to quit telnet mode
Trying 10.0.4.254
Connected to 10.0.4.254

Login authentication

Password:

Info: The max number of VTY users is 5, and the number
of current VTY users on line is 1.

<S1>

BHuMaHMe: 7151 BbIX0/a U3 telnet-ceccyu, UCTOMb3yiTe KOMaHy quit

<R1>ftp 10.0.6.254

Trying 10.0.6.254 .

Press CTRL+K to abort

Error: Failed to connect to the remote host.

Buumanue: FTP-coenuHeHue MoxkeT TpeOOBaTh [i7ist OTBeTa OKOsI0 60 CeKyH/I.

<R3>telnet 10.0.4.254
Press CTRL_] to quit telnet mode
Trying 10.0.4.254
Error: Can't connect to the remote host

<R3>ftp 10.0.6.254
Trying 10.0.6.254

Press CTRL+K to abort
Connected to 10.0.6.254.



220 FTP service ready.
User(10.0.6.254:(none)) :huawei
331 Password required for huawei.
Enter password:

230 User logged in.

[R3-ftp]

1. Buumanue: uto0Obl 3aKpbiTh FTP -coeuHeHMe, UCMONMb3ylTe KOMaHay bye

CamocTosiTesibHasi paboTa
Tormonorus

-

8.8.8.1/24 / S1
” 10.30.200. 1/24
S
R1 R2
L
32
1@.30.100.1/24

I'pynna |3aganue Otuer

1 e W3 cetu 10.30.200.0/24
Pa3peLInThb AOCTYI B UHTEPHET
(nactpouts basic acl )

e He mosiomMath mpu 3TOM 00IiieHre
Mmexay cersavu 10.30.200. u

BbinonuuTh ping Ha
ycrpouctBo R1 u3 cetn
10.30.200.0

BriBecTu nHgopmatiyo o
TeKylllel KOH(UTrypaluu

paspeluunTh JOCTYI B UHTEPHET
(HactpouTs basic acl )

® He nosomaThb 1py 3TOM 00IIIeHNEe
mexay cetamu 10.30.200. n

10.30.100. ! 1€
ycrporictBa R2 Ha 3kpaH u
IIpUCIIaTh CKPUHILIOT
TIperiofiaBaTesio

2 e U3 ceru 10.30.100.0/24 e BrimonHuTs ping Ha

ycTporictBo R1 13 cetu
10.30.100.0

BriBecTn uHboOpMaliyo o
TeKylllel KoHpUrypaiumu

e He monomars npu 3ToM o01meHe

10.30.100. ! ’
. ycrporictBa R2 Ha 3KkpaH u
TMPUC/IaTh CKPUHILIOT
TperiofiaBaTesato
3 e U3 cereii 10.30.100.0/24 u e  BrimonHuTsk ping Ha

10.30.200.0/24 pa3perunTb ycrpoiictso R1 u3 cetu

,E[OC.TYH B UHTEPHET (HaCTpOI/ITB 10301000 U CeTH

basic acl )

10.30.200.0
BriBecTy nH(popmaryo o




Mexay cetavu 10.30.200. u
10.30.100. !

TeKylllel KoH(Urypauum
ycrporictBa R2 Ha 3kpaH u
MPUC/IAaTh CKPUHILIOT
TiperoziaBaTesio

W3 cern 10.30.200.0/24
pa3peLInThb A0CTYI B UHTEDHET
(sactpouTth advanced acl )

He nosiomats nipu 3Tom o0b1eHue
Mexay cetamu 10.30.200. u
10.30.100. !

BeinosHuTs ping Ha
ycrpoiictBo R1 u3 cetn
10.30.200.0

BriBecTy nH(opmaryo o
TeKylllel KoHUrypaum
ycrpoiictBa R2 Ha skpaH u
NIPUC/IaTh CKPUHILIOT
TIpero/aBaresito

W3 cern 10.30.100.0/24
Pa3pewnIuTh A0CTYI B UHTEPHET
(HactpouTth advanced acl )

He nonomats ripu 5ToM o611ieHHe
Mmexay cetamu 10.30.200. u
10.30.100. !

BrimionHuTe ping Ha
ycrporctBo R1 u3 cetu
10.30.100.0

BriBecTy nHpOpMaLuo 0
TeKylIlel KoHpUryparu
ycTrporictBa R2 Ha 3kpaH u
MIPUC/IaTh CKPUHIIOT
Tiperio/iaBaTesio

W3 ceteii 10.30.100.0/24 u
10.30.200.0/24 paspemrs
JOCTYI B UHTePHET (HaCTPOUTh
advanced acl )

He nosiomats nipu 3ToM 0011ieHKe
mexay cetamu 10.30.200. n
10.30.100. !

BeinosiHuTs ping Ha
ycrporictBo R1 u3 cetu
10.30.100.0 u cetn
10.30.200.0

BriBecTu nHbOpMaliyo o
TeKylllel KOH(UTypaLun
yctpoiictBa R2 Ha 3kpaH u
TMIPUC/IaTh CKPUHIIOT
TIpero/iaBaTesito

N3 cetn 10.30.200.0/24
paspeluTh AOCTyT 1o telnet Ha
azpec 8.8.8.1 (HacTpouTh
advanced acl)

He nonomarts 1ipu 5ToM 0611ieHre
mexay cersamvu 10.30.200. u
10.30.100. !

BoimomHuts telnet Ha
ycTporictBo R1 U3 cetu
10.30.200.0

BriBecTy nH(popmaryo o
TeKylleld KoH(pUrypauum
ycrpoiictBa R2 Ha skpaH u
TIPUC/IaTh CKPUHIIIOT
Tipero/iaBaTesito

N3 cetn 10.30.100.0/24
pa3pelmTh ZI0CTYII 10 telnet Ha
azpec 8.8.8.1 (HacTpouTh
advanced acl)

He nonomats ripu 5ToM o011ieHHe
Mmexay ceramu 10.30.200. u
10.30.100. !

BoimomHuTs telnet Ha
ycrpoiictBo R1 u3 cetu
10.30.100.0

BriBecTn nHboOpMaliyo o
TeKylllel KoHUrypaiuu
ycrpoiictBa R2 Ha skpaH u
TIPUC/IaTh CKPUHIIIOT
TIPero/IaBaTesTo

U3 ceteit 10.30.100.0/24 u
10.30.200.0/24 pa3pemuTb
poctym tio ftp Ha agpec 8.8.8.1
(nactpouTts advanced acl)

He mosiomats 1pu 5ToM o0itieHre

BoimosmauTs ftp Ha
ycrpoiictBo R1 u3 cetu
10.30.100.0

BriBecTy nH(popmaryo o




Mexay cetavu 10.30.200. u
10.30.100. !

TeKylllel KoH(Urypauum
ycrporictBa R2 Ha 3kpaH u
MPUC/IAaTh CKPUHILIOT
TiperoziaBaTesio

10

W3 cern 10.30.100.0/24
paspelluTs AoCTyT 1o ftp Ha
aapec 8.8.8.1 (HacTpouTh
advanced acl )

He mosiomats pu 5ToM o0i1iieHre
mexay cersavu 10.30.200. u
10.30.100. !

BoimonnuTs ftp Ha
ycrpoiictBo R1 13 cetu
10.30.100.0

BriBecTy nH(opmaryo o
TeKylllel KoHUrypaum
ycrporictBa R2 Ha 3KpaH u
NIPUC/IaTh CKPUHILIOT
TperofiaBaresito




